National Conference on “Advanced Technologies in Computing and Networking"-ATCON-2015
Special Issue of International Journal of Electronics, Communication & Soft Computing Science and Engineering, ISSN: 2277-9477

Privacy Risks of recommender systems based on
Collaborative Filtering
Miss. Sneha M. Gulhane

Dr. V.M.Thakare

Abstract — In paper, the privacy risks of recommender systems
based on collaborative filtering is proposed. By design, such
systems do not directly reveal behavior of individual users or any
“personally
identifiable
information.”Designing
effective
approaches for personalized web service selection and
recommendation is becoming more and more important in the
field of service computing. A new similarity measure for web
service similarity computation and propose a novel collaborative
filtering approach, called normal recovery collaborative filtering,
for personalized web service recommendation. Collaborative
systems rely on other user recommendations, they deal with any
kind of content and recommend any items. Collaborative systems
often confronts the sparsity problem, caused by fewer ratings.
Fuzzy Recommender Systems (FRS) is an extension of
Recommender Systems with the fuzzy similarity being calculated
based on the users demographic data instead of the hard userbased degree. Collaborative tagging is one of the most diffused
and popular services available online. This service develop a
privacy-preserving by showing how a specific privacy-enhancing
technology, namely tag suppression, can be used to protect enduser privacy .The availability of illegal and harmful content
become a concern to both governments and internet users.
Internet content filtering software(ICFS) is develop to enable
users to manage such harmful contents.
Key words— Hybrid fuzzy collaborative filtering, policy based
collaborative tagging, service recommendation, QoS, Internet
content filtering software

I. INTRODUCTION
Recommender systems have become an important research
topic and a lot of work has been done on developing new
approaches to recommender systems in the industry as well as
in academia. Collaborative Filtering is very effective for
generating high quality recommendations. According to
Adomavicius’s
work
algorithms
for
collaborative
recommendations grouped into two general classes: memorybased (or heuristic based) and model-based. Model-based
algorithms use the collection of ratings to learn model, which
is then used to make rating predictions[2]. Collaborative
systems often confronts the sparsity problem, caused by fewer
ratings against the unknowns that need to be predicted. By
presenting results with a reduced error of prediction, the
content-based information help to reduce the sparsity problem
through minimizing the mutual information loss of the three
data matrices based on CCAM[2]. In this presenting a
systematic mathematical definition of FRS including
theoretical analyses of algebraic operations and properties and
propose a novel hybrid user-based fuzzy collaborative filtering
method that integrates the fuzzy similarity degrees between
users based on the demographic data with the hard user-based
degrees calculated from the rating histories into the final
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similarity degrees in order to obtain high accuracy of
prediction[1].
Designing effective approaches for personalized web service
selection and recommendation is becoming more and more
important in the field of service computing. Quality-of-Service
(QoS) is usually defined as a set of nonfunctional properties,
such as round-trip time (RTT), price, failure-rate. Personalized
web service recommendation provides valuable information for
service users[4].To attack these challenges, proposes a normal
recovery collaborative filtering approach and conducts largescale experiments to advance the current state-of-the-art in
service recommendation.
There are several challenges when applying CF methods to
service recommendation[4].The collaborative tagging service
develop a privacy-preserving by showing how a specific
privacy-enhancing technology, namely tag suppression, can be
used to protect end-user privacy. Approach can affect the
effectiveness of a policy-based collaborative tagging system
that supports enhanced web access functionalities, like content
filtering and discovery, based on preferences specified by end
users. Collaborative tagging may be the basis for a semantic
network connecting online resources based on characteristics
and not only URIs[3]. Although collaborative tagging is
mainly used to support tag-based resource discovery and
browsing, it could also be exploited for other purposes[3].The
introduction of Internet content filtering software(ICFS) has let
to intense debate among civil liberties groups. It explores the
relationship between membership in five different categories
such as innovators, early adopters, early majority adopters, late
majority adopters and laggards affects users perception of and
satisfaction with the software as well as parental attitudes
towards their children’s internet use and users adoption of
ICFS[5].The availability of illegal and harmful content become
a concern to both governments and internet users. Internet
content filtering software(ICFS) is develop to enable users to
manage such harmful contents[5].

II. BACKGROUND
A large number of researches involving the uses of RS to
applications found in those journals especially those focusing
on expert and knowledge-based systems.
Proposed hybrid methodologies for RS, which use
collaborative filtering and content-based approaches in a joint
method taking advantage from the strengths of both
approaches. The analyses of algebraic operations and
properties problem a systematic mathematical definition of
FRS and propose a novel hybrid user-based fuzzy collaborative
filtering method[1].The problem of personalized web service
recommendation to investigates the characteristics of web
service QoS values and proposes a new similarity measure.
And tried to solve this problem using a normal recovery
collaborative filtering approach (named NRCF)which leads to
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better QoS value prediction accuracy[4]. By showing how a
specific privacy-enhancing technology (PET), namely tag
suppression can be used to protect end-user privacy; and
second approach can affect the effectiveness of policy-base
collaborative tagging systems. The problem of web access
functionalities, like content filtering and discovery, based on
preferences specified by end users[3]. The content-based
filtering with collaborative filtering using co-clustering model.
Parallel or distributed framework for CCAM to deal with large
dataset in the future. The technique of co-clustering is derived
to cluster a two-dimension tabular data with simultaneous
clustering of the rows and columns, which is usually regarded
as a good sparsity reduction strategy[2]. The availability of
illegal and harmful content become a concern to both
governments and internet users. Internet content filtering
software(ICFS) is develop to enable users to manage such
harmful contents[5] The study also investigates how
membership in the five adopter categories innovators, early
adopters, majority adopters, late majority adopters, and
laggards affects user perceptions of and satisfaction with the
software as well as parental attitudes towards their children’s
internet use. Prior to this method, various authors worked on
sampling and data collection, data analysis and descriptive
analysis methods[5].

III. PREVIOUS WORK DONE
A fuzzy linguistic model based on three dimensions
such as structural, contextual and personal and applied it to
learning object repository. Proposed neuro-fuzzy pedagogical
recommender, which is an adaptive RS based on neuron-fuzzy
inference, to create pedagogical rules in technology enhanced
learning. Adopted the fuzzy linguistic and fuzzy multicriteria
decision making approaches to represent the user ratings and
accurately rank the relevant items. Presented a fuzzy set
theoretic method for RS including a representation method,
similarity measures and aggregation methods that handles the
non-stochastic uncertainty induced from subjectivity, the
domain knowledge and the task under consideration[1].CF
could be broadly classified into memory-based CF approaches
and model-based CF algorithms. Proposed orthogonal nonnegative matrix tri-factorization method for clustering
(ONMTF) by minimizing the error of the estimated user-item
rating matrix based on the orthogonal condition to avoid
negative values. The information theoretic co-clustering
algorithm (ITCC), which utilized the information theory to
model the user-item matrix, and minimize the mutual
information loss to generate good co-clusters[2]. Proposes that
users add random values to their ratings and then submit these
perturbed ratings to the recommender. After receiving these
ratings, the system executes an algorithm and sends the users
some information that allows them to compute the prediction.
Applies the same perturbative technique to collaborative
filtering algorithms based on singular-value decomposition. In
other words, the simple fact of showing interest in a certain
item may be more revealing than the ratings assigned to that
item[3]. In memory-based collaborative filtering approaches,
the Pearson correlation coefficient (PCC) and the cosine-based
approach (COS) are the two most popular approaches to
measure the similarity. Several kinds of approaches have been
proposed for the service recommendation, containing
semantic-based approach, context-based approach, syntactic-

based approach, and CF-based approach. For presenting the
nonfunctional properties of the web services, the QoS models
of web services have been discussed in a number of research
investigations[4].The diffusion literature has developed across
a number of disciplines to explain the flow of new ideas and
practices and the adoption of new products and services
through a social system Developed a model of diffusion that
that has become widely established in the marketing and IT
literature[5].This general framework can be applied to the issue
explored. Adopt content filtering software to protect their
children to determine the relationship between the
characteristics of adopter groups and their perceptions of
software products[5].

IV. EXISTING METHODOLOGY
Existing methodology Proposed neuro-fuzzy pedagogical
recommender, which is an adaptive RS based on neuro-fuzzy
inference, to create pedagogical rules in technology enhanced
learning. Adopted the fuzzy linguistic and fuzzy multicriteria
decision making approaches to represent the user ratings and
accurately rank the relevant items. Presented a fuzzy set
theoretic method[1]. The information theoretic co-clustering
algorithm (ITCC), which utilized the information theory to
model the user-item matrix, and minimize the mutual
information loss to generate good co-clusters[2]. The features a
specific PET, namely, tag suppression, to preserve the privacy
of registered users by hiding the specific characteristics of their
profiles[3]. Presenting a novel hybrid user-based fuzzy
collaborative filtering method so-called the Hybrid User-based
Fuzzy Collaborative Filtering (HU-FCF).Since most of the
available RS datasets are designed in the forms of and a fuzzy
filtering method could be developed[1]. In this section, the CoClustering with Augmented Matrix (CCAM) to generate a
middle layer data format in order to alleviate sparsity problem
by incorporating augmented data matrices[2]. The predicted
QoS values via our NRCF approach can be employed for the
web service recommendation and selection. When the target
web services are functionally equivalent, the one with the best
predicted QoS performance can be recommended to the current
user[4].
V. ANALYSIS AND DISCUSSION
Collaborative tagging is used to support tag-based resource
browsing and search, despite the fact that collaborative tagging
systems can be easily enhanced without modifying their core
architecture, it provide access to the collected information via
APIs, which can be easily exploited by external applications.
One of the reasons is that the size of the collected data sets is
too big to allow the enforcement of even simple mechanisms
,concerning, personalization, content filtering, and quality
assessment. Describe an enhanced collaborative tagging
system that consists of a “traditional” bookmarking service,
such as Delicious, and two main additional services built on
top of it[3].The features a specific PET, namely, tag
suppression, to preserve the privacy of registered users by
hiding the specific characteristics of their profiles. Such an
architecture is a specific implementation of the multilayer
framework presented in, with the relevant difference that in the
privacy layer is missing. Any collaborative tagging system,
such as Flicker. In this field, privacy-preserving techniques
should guarantee, at the same time, 1) privacy protection and
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2) the correctness of the results obtained by analyzing the data
set. To verify whether and how tag suppression can be
effectively applied also in an enhanced collaborative tagging
service.

HU-FCF would be an extension of them in order to achieve the
objective of better accuracy of prediction. The proposed
method(ICFS)Internet content filtering software to improve the
performance[1].

D. Internet content filtering software(ICFS):
The relationship between demographic characteristics and
adoption behavior should also be studied with the differences
among adopters of new ideas and products and with the related
perceptions of such ideas and products.In future, need to work
on more favorable perceptions and greater user satisfaction[5].

VI. PROPOSED METHODOLOGY
In this paper, the work is focused on improved method
various author have work on various methods. Which is
already discussed in above section. This section gives propose
method, which can be improved over all these methodology.
Tentative methodology is given below,
work is done on the problem of web access functionalities,
like content filtering and discovery, based on preferences
specified by end users. And tried to solve this problem using a
privacy-preserving collaborative tagging service. This method
has given positive results but having results like effectiveness
in terms of privacy guarantees, data utility, parental control
and resource recommendation. And including the
development of a full prototype for the experimented system
and its testing and use in further scenarios[3].
The work is done on the problem of web access
functionalities, like content filtering and discovery, based on
preferences specified by end users. And tried to solve this
problem using a privacy-preserving collaborative tagging
service. This method has given positive results but having
results like effectiveness in terms of privacy guarantees, data
utility, parental control and resource recommendation. And
including the development of a full prototype for the
experimented system and its testing and use in further
scenarios. Collaborative tagging is used to support resource
search and browsing. The wide use of collaborative tagging
services increases the risk of cross referencing, thereby
seriously compromising user privacy.

A. Co-clustering with augmented matrices :
In this section, the Co-Clustering with Augmented Matrix
(CCAM) to generate a middle layer data format in order to
alleviate sparsity problem by incorporating augmented data
matrices[2].

B. NORMAL RECOVERYCOLLABORATIVE
FILTERING:
The predicted QoS values via our NRCF approach can be
employed for the web service recommendation and selection.
When the target web services are functionally equivalent, the
one with the best predicted QoS performance can be
recommended to the current user. By this way, personalized
web service selection can be achieved without conducting the
expensive and time consuming real-world web service
invocations[4].

C. The HU-FCF algorithm:
Presenting a novel hybrid user-based fuzzy collaborative
filtering method so-called the Hybrid User-based Fuzzy
Collaborative Filtering (HU-FCF). Since most of the available
RS datasets are designed in the forms of and a fuzzy filtering
method could be developed. Most of the relevant FRS
approaches were also designed by this way, and the proposed
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There are many sources of auxiliary information. The first is
the target system itself. On many websites, users publicly rate
or comment on items. The third source is data from other sites
which are not directly tied to the user’s transactions on the
target site ,but leak partial information about them.
Recommender systems can be classified as content-based,
collaborative, and hybrid. Content-based systems identify
relationships between items
based on metadata alone and recommend items which are
similar to the user’s past transactions. Purely content-based
recommender systems pose no privacy risks under our attacks
,Since, the system does not consider other users’ transactions
when making recommendations to a user. The second source is
users revealing partial information about themselves via thirdparty sites.

VII. POSSIBLE OUTCOME AND RESULTS
Many commercial websites use recommender systems to
help customers locate products and content. Modern
recommenders are based on collaborative filtering: by using
the patterns learned from users’ behavior to make
recommendations, usually in the form of related-items lists.
The scale and complexity of these systems, along with the fact
that their outputs reveal only relationships between items (as
opposed to information about users), may suggest that they
pose no meaningful privacy risk. In this paper, by developing
algorithms which take a moderate amount of auxiliary
information about a customer and infer this customer’s
transactions from temporal changes in the public outputs of a
recommender system will be more efficient. The inference
attacks are passive and can be carried out by any Internet user.
FUTURE SCOPE
In future, it need to test our privacy techniques regarding
collaborative filtering on a larger scale than is readily feasible
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with the real-world systems that performed a simulation
experiment.

CONCLUSION
Recommender systems based on collaborative filtering have
become an essential component of many websites. In this
paper, showed that the public recommendations may leak
information about the behavior of individual users to an
attacker with limited auxiliary information. Modern systems
have vast surfaces for attacks on privacy, making it difficult to
protect fine-grained information about their users.
Unintentional leaks of private information are akin to sidechannel attacks: it is very hard to enumerate all aspects of the
system’s publicly observable behavior which may reveal
information about individual users.
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